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ABSTRACT

To manage software safely, the military acquires and manages products in accordance with the RMF A&A. RMF A&A is
standard for acquiring IT products used in the military. And it covers the requirements, acquisition through evaluation and
maintenance of products. According to the RMF A&A, product development activities should reflect the risks of the military.
In other words, developers have mitigated the risks through security by design and supply chain security. And they submit
evidence proving that they have properly comply with RMF A&A’s security requirements, and the military will evaluate the
evidence to determine whether to acquire IT product. Previously, case study of RMF A&A have been already conducted.
But it is difficult to apply in real-world, because it only address part of RMF A&A and detailed information is confidential.
In this paper, we propose the evidence fulfilling method that can satisfy the requirements of the RMF A&A. Furthermore,
we apply the proposed method to real-world drone system for verifying our method meets the RMF A&A.
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Table 1. Description of each Potential Impact
Level

Impact ..

P Description

Level
The loss of confidentiality,
integrity or availability could be

High expected to have a severe or

(H) catastrophic adverse effect on
organizational operations, assets,
or individuals
The loss of confidentiality,
integrity or availability could be

Moderate .

expected to have a serious

(M) L.
adverse effect on organizational
operations, assets, or individuals
The loss of confidentiality,
integrity or availability could be

Low ..
expected to have a limited

(L) ..
adverse effect on organizational
operations, assets, or individuals
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Table 2. Contents of SP

Table 3. Contents of SAP

Chapter Title Chapter Title
1 Information System Name 1 Introduction
Information System Categorization 1.1 Scope
3 Information System Owner 1.2 Assumption/Limitation
4 Authorizing Official 2 Assessment Tools
5 Other Designated Contacts 3 Scanning Authorization
6 Assigned of Security Responsibility 4 Team Composition
Information System Operation 5 Schedule
T Status 6 Security Assessment Procedures
8 Information System Type 6.1 Process Overview
9 General System Description 6.2 Test Procedures
10 System Environment 6.3 Component Identification
11 System Interconnections 6.4 Automated Scans
12 Related Laws/Regulations/Policies 6.5 | Requirements Traceability Matrix
13 Minimum Security Controls 6.6 Results Documentation
1 Information System Security Plan 7 Acronyms
Completion Date
15 Information System Security Plan Table 4. Contents of SAR
Approval Date Chapter Title
ST Hohel Ha WAEASE 0|99 i 1 Introduction and Purpose
"= 7o e 1.1 | Applicable Laws and Regulations
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Zo| tla] Bt Hokxl e HlaEs] S8 43S o 3 Scanning Authorization
6 m I, o] o 3.1 _ P(.erform Tests _
& AR HAE A, HAEd 288 B H 3.2 Identification of Vulnerabilities
E ZEAlx 7PARE, Akl Sl disl] 7]sst 3.3 Consideration of Threats
o} EY FAY AG A gAr) dukd o s I 3.4 Perform Risk Analysis
5 ZZgol sl SDLOGIAE 2=} o]d] 7] 3.5 Recommend Corrective Actions
o] A= malsl AMsle] Azshw =k 3.6 Document Results
= e o= e =ord T 4 Risk Exposure Table
SAP tAel oloiAr ek Hrt Ao o] 2HA 4.1 Security Assessment Summary
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Table 10. Rationale of Satisfying RMF A&A Requirements
RMF A&A Requirements Rationale

Baseline of security control should be identified
Input to: Security Plan

Satisfied by identifying baseline of security controls
Doc: [SPJMinimum Security Plan

The cybersecurity capability requirements of the
system should satisfy planned security controls

Satisfied by documenting traceability between
cybersecurity requirements and security controls

Doc: [SAPJRequirements Traceability Matrix

To prepare for the System Requirements
Review, detail and refine cybersecurity
requirements that derived from Program

Protection Plan, cybersecurity strategy, Security
Plan, technical solution specification

Satisfied by refining minimum security controls
through threat, vulnerability,
in PPP

Doc: [SP)JMinimum Security Controls, (PPP])Threat,
Vulnerabilities, and Countermeasures

countermeasure list

Update about these activity results should focus
Critical
Vulnerability Assessment,

on system-level functions: Analysis,
Threat Assessment,
Trusted Systems and Networks Analysis include
risk assessment and mitigation identify

Input to: Security Plan

Satisfied by documenting risk assessment process
and result in security plan
Doc: [SP)Information System Categorization

by
system’s cybersecurity function requirements to

Refine system specification translating

Satisfied by
functional requirements

describing  system  cybersecurity

Input to: Request For Proposal

cybersecurity specification Doc: [(RFP)Description / Specifications / Statement
Input to: Request For Proposal of Work

Evaluate that the system functional baseline

satisfies the draft CDD's cybersecurity | Satisfied by  identifying security  functional
requirements and that functional requirements |requirements in CC's Security Target

and verification methods support the initial|Doc: [(RFP)Description / Specifications / Statement
Request for Proposal development of Work

Update the
Program Protection Plan align with the Test
Master  Plan,
Assessment Plan, and Acquisition Strategy

System Engineering Plan and

and Evaluation Security

Input to: System Engineering Plan, Program

Protection Plan

Satisfied by reviewing that schedule and security test
process(activity) in SEP and PPP is equal with SAP
Doc:  [SEP)Technical Performance Measure and
Metrics, (SEP)Technical Schedule and Schedule Risk
(PPP)Processes for Management and
Implementation of PPP, [(PPP)JProgram Protection
Costs

Analysis,

Baseline of cybersecurity requirement should be
defined

Input to: Security Plan, Security Requirements
and Design Specification, Preliminary Design

Review (Activity)

Satisfied by identifying baseline of security controls
and requirements

Doc: [SP)Minimum Security Controls,
Environment, [SP])System
Information Sharing

(SP)System
Interconnections  /

Map and allocate cybersecurity requirements to

Satisfied by mapping sub system and interfaces in
system with cybersecurity requirements listed in SP

cybersecurity assessment in planning and conduct
component and system integration testing

the hardware and software design Doc: (SRDSJSub  System and Requirements
Traceability Matrix
Characterize the attack surfaces and initiate|Satisfied by describing security test

process(activity) in SAR
Doc: [SAR]JConduct Vulnerability Analysis

The detailed system design is completed and
ensure that all cybersecurity requirements are
included

Satisfied by describing system design and mapping
each component with cybersecurity requirements

Doc: (SRDSJSub  System and  Requirements
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Traceability Matrix

Conduct engineering, including
technical  planning as defined in the
SEP(System Engineering Plan), and check the
functional and security control baselines are

systems

properly complied

Satisfied by describing development process and

mapping  security requirements with  design
components
Doc:  [SEPJTechnical Activities and Products,

[SRDSJSub System and Requirements Traceability
Matrix

that cybersecurity requirements

mapped and allocated to hardware and software

Ensure are

Satisfied by mapping hardware and software design
components and cybersecurity requirements

desian Doc:  [SRDSJSub System and Requirements
& Traceability Matrix
Ensure that Critical Design Review initiating
criteria for cybersecurity baseline design are o . .
. . Satisfied by mapping design components and
met and that all cybersecurity requirements are . .
eflected in the product baseline, which includes cybersecurity requirements
r r , W .
) P Doc:  [SRDSJSub System and Requirements
the design Traceability Matri
T1X
Input to: Security Requirements and Design v
Specification, Critical Design Review (Activity)
Develop Security Assessment Plan and provide
it to the Authorizing Official in support of the | Satisfied by creating SAP
Interim Authorization To Test activity Doc: [SAPJAIl
Input to: Security Assessment Plan
Submit draft Security Authorization Package at|Satisfied by creating Security Assessment

IATT(Interim Authorization To Test) in order to
conduct system testing activities

Package(SP, SAP, SAR, POA&M)
Doc: [SPJAIlL, [SAPJAIl, [(SARJAll, [POA&M]AIL

Conduct Developmental Test and Evaluation
activity to demonstrate system maturity and
readiness to begin production, preparedness for
Operational Test and Evaluation, deployment

and sustainment activities

Satisfied by describing security assessment result
which include how much risk is reduced
Doc: [(SARJAI

Prepare Developmental Test and Evaluation
assessment as input to Milestone C Decision
Input to: Security Assessment Plan, Developmental
Test & Evaluation Assessment (Activity)

Satisfied by creating SAR and explaining that risk
is reduced to acceptable level
Doc: [(SARJAI

Submit complete Security Authorization Package | Satisfied by creating Security Assessment
to obtain ATO(Authorization To Operate) | Package(SP, SAP, SAR, POA&M)

decision Doc: [SPJAIL, [SAPJAIl, (SARJAI, (POA&M]IAI
Update cybersecurity risk assessment for|Satisfied by updating risk assessment result in SP
deficiencies/weaknesses during the development process

Input to: Security Plan Doc: [SP)Information System Categorization

Based on results of the cybersecurity risk

assessment, document corrective tasks in the
Plan of Action and Milestones
Input to: Plan Of Action & Milestone

Satisfied by describing defects information(include
defects ID) and corrective tasks in POA&M
Doc: [POA&M]IAIL

Must address discovered defects before making
Full-Rate Production or Full Deployment decision
Input to: Program Protection Plan

Satisfied by describing program protection activity
in PPP and
checking every task in POA&M is completed before

summary and complete schedule

protection complete date of PPP
Doc: [PPP)Program Protection Summary, (POA&M]JAIL

Update cybersecurity risk assessment result

Satisfied by updating risk assessment result in SP
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Input to: Security Plan

align with SAR's vulnerability analysis
Doc:

(SP]Information
[SAR]JConduct Vulnerability Analysis

System  Categorization,

After
phase.

sustainment phase, implement disposal
A risk assessment for decommissioned

systems should be conducted and the appropriate

Satisfied by identifying security controls relate with
disposal phase

steps taken to ensure that residual classified, | Doc: [(SP) Minimum Security Controls

sensitive, or privacy information is not exposed.
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